
 

PUBLIC POLICY 
processing of personal data of the companyUNIUNI PAYMENTS TECHNOLOGIES 

- FZCO 

 
1. General Provisions 

This Public Policy for the Processing of Personal Data in UNIUNI PAYMENTS TECHNOLOGIES - FZCO 
(hereinafter referred to as the Policy) has been developed in accordance with the requirements of 
Federal Law No. 152-FZ of July 27, 2006 "On Personal Data" (hereinafter referred to as 152-FZ or the 
Law on Personal Data), as well as in accordance with other federal laws and regulations of the Russian 
Federation, and defines the principles of processing and ensuring the security of personal data in 
UNIUNI PAYMENTS TECHNOLOGIES - FZCO (hereinafter referred to as the Company). 
This Policy applies to all processes of personal data processing in the Company, both with and without 
the use of automation tools, to all structural divisions and employees of the Company involved in such 
processes, as well as to the Company's information systems used in the processes of personal data 
processing. 
The objectives of this Policy are: 

 Ensuring compliance with the requirements for the protection of human and civil rights and 
freedoms when processing personal data, including the protection of the rights to privacy, 
personal and family secrets. 

 exclusion of unauthorized actions (illegal or accidental access) by any third parties to the 
personal data of Users, as well as the destruction, modification, blocking, copying and distribution 
of personal data. 
 Ensuring the legal and regulatory regime of confidentiality and control of the personal 
information of the Site Users. 

The company is a personal data operator and is included in the register of personal data operators of 
Roskomnadzor. 
In compliance with the requirements of Part 2 of Article 18.1 of the Law on Personal Data, this Policy 
is published in the public domain on the information and telecommunications network 
"Internet" on the websiteCompanies. 
This Policy is approved by the order of the Director of UNIUNI PAYMENTS TECHNOLOGIES - FZCO and 
is valid until it is cancelled or until it is replaced by a new version of this Policy or another similar 
internal document. 

 
2. Terms and abbreviations 

Automated processing of personal data– processing of personal data using computer technology. 
Authentication data- the User's unique name (login) and password used to access the UniUni.Market 
Service via the Internet on the UniUni.Market Service website. Authentication data is assigned by the 
Company to the User upon registration with the UniUni.Market Service. 
Blocking personal data– temporary suspension of the processing of personal data (except in cases 
where processing is necessary to clarify personal data). 
Protection of personal data– activities aimed at preventing the leakage of protected personal data, 
unauthorized and unintentional impacts on protected personal data. 
Personal data information system– a set of personal data contained in databases and the 
information technologies and technical means that ensure their processing. 
Company- an organization that, independently or jointly with other entities, organizes the processing 
of personal data and determines the purposes of processing the personal data to be processed, as well 
as the actions (operations) performed with such personal data. The company is UNIUNI PAYMENTS 
TECHNOLOGIES – FZCO.



Depersonalization of personal data– actions as a result of which it becomes impossible to determine 
the ownership of personal data by a specific subject of personal data without the use of additional 
information. 
Processing of personal data– any action (operation) or set of actions (operations) with personal data, 
performed with or without the use of automation tools, including: 

 collection; 

 recording; 
 systematization; 
 accumulation; 
 storage; 
 clarification (update, change); 
 transfer (provision, access); 
 cross-border transfer (provision, access); 
 depersonalization; 
 blocking; 
 deletion; 
 destruction. 

Personal data operator (operator)– a state body, a municipal body, a legal entity or an individual, 
independently or jointly with other persons, organizing and (or) carrying out the processing of 
personal data, as well as determining the purposes of processing personal data, the composition of 
personal data subject to processing, actions (operations) performed with personal data. 
Personal data(PDn) – any information related to a directly or indirectly identified or determinable 
individual (subject of personal data). 
Personal data permitted for distribution by the personal data subject– these are personal data, 
access to which is granted to an unlimited number of persons by the personal data subject by providing 
consent to the processing of personal data, authorized for distribution by the personal data subject. 
The Company does not process personal data in a manner that involves the distribution of personal 
data. 
User– an individual making a cashless transfer of funds who has logged in on the UniUni.Market 
Service page. Provision of personal data – actions aimed at disclosing personal data to a specific 
individual or group of individuals. 
Dissemination of personal data– actions aimed at disclosing personal data to an unspecified group 
of persons. The Company does not process personal data in a manner that involves the dissemination 
of personal data. 
Registration– actions of the User performed on the Website aimed at registering an account in the 
UniUni.Market Service, as well as providing the Company with information and Personal Data, for the 
purpose of concluding an Agreement under the terms of the Agreement and gaining access to the 
Company's Services. 
The Service's website on the Internet– a set of programs for electronic computers and other 

information contained in an information system, access to which is provided via the Internet via the 
domain name and network address: https:// UniUni.Market 

Cross-border transfer of personal data– transfer of personal data to the territory of a foreign state 
to a foreign government body, a foreign individual or a foreign legal entity. 
Destruction of personal data– actions that make it impossible to restore the contents of personal 
data in the information system 



personal data and (or) as a result of which the tangible media of personal data are destroyed. 
Accounting recording User  -  recording  V  informational systems
 Companies located on   software and hardware   complex
 Companies, providingThe User has the opportunity to securely use the UniUni.Market 
Service in a personal space allocated by the Company to record the User's transactions. The Account 
ID  records  User V accounting Companies performs  Subscriber
 numberUser. A subscriber number, the use of which does not require a paper mobile 
service agreement with a cellular operator, cannot be used as the User Account identifier. Federal 
Law (FL) – Federal Law No. 152-FZ of July 27, 2006, "On Personal Data" (hereinafter referred to as 
the Personal Data Law). 

 
3. Purposes of personal data processing 

The User's personal data is processed by the Company for the following purposes: 

 ensuring the Company's execution of the User Agreement, Agreements (Contracts) on the use 
of the Company's Information Technology Service, to which the User is a party; 
 providing the User with access to the Company’s Services to perform transactions; 
 improving the quality of the Site, conducting statistical and other research based on 
anonymized personal data; 
 The Company promotes its services in various ways, including through automated analysis of 
personal data, promotional events and campaigns, and increasing interest in the products provided 
by UNIUNI PAYMENTS TECHNOLOGIES – FZCO. 

 
4. Principles and rules for processing personal data 

Principles for processing personal data: 
 The processing of personal data is carried outBy the company legally 

and is limited to the achievement of specific, predetermined and legitimate goals. 
 Processing of personal data that is incompatible with the purposes of collecting personal data 
is not permitted. 
 The content and volume of personal data processed must correspond to the stated processing 
purposes. The personal data processed must not be excessive in relation to the stated processing 
purposes. 
 When processing personal data, its accuracy, sufficiency, and relevance to the purposes for 
which it is processed must be ensured. The Company takes the necessary measures to delete or 
rectify incomplete or inaccurate personal data. 

Composition of personal data of Users 
The User independently provides (when registering an account on the UniUni.Market Service) the 
following information: first name, last name, mobile phone number, and registered address. The User 
completes the appropriate electronic forms on the UniUni.Market Service in the section 
"Registration". 
Consent to the processing of personal data is provided from the moment of registration on the 
UniUni.Market Service, by filling out the relevant Form for identification in accordance with the 
requirements of the current legislation of the Russian Federation, the agreement on the use of the 
UniUni.Market Information Technology Service, the agreement on the provision of services for the 
transfer of funds on behalf of an individual, and is valid for 5 (Five) years from the date of termination 
of the Parties' obligations under the Agreements or from the date the Company receives a duly 
executed written revocation of consent to processing 



personal data. 
Such consent is given by the User in relation to any data that may become known to the Company in 
connection with the fulfillment of obligations under the Agreement, including (but not limited to) 
information containing: last name, first name, patronymic, gender, details of the identity document, 
details of the migration card and the document confirming the right of a foreign citizen to stay (reside) 
in the Russian Federation; year, month, date and place of birth; citizenship, address of registration and 
residence, telephone numbers, marital and property status, education, employment details, 
information on income and expenses provided by the User to the Company in applications, letters, 
questionnaires, agreements and other documents. 

 
Processing of personal data 
The Company processes personal data solely to achieve the purposes defined in this Policy. 
The processing of personal data is carried out with the consent of the subjects of personal data to the 
processing of their personal data, as well as without such consent in cases stipulated by the legislation 
of the Russian Federation. 
The Company does not process personal data in a manner that involves the distribution of personal 
data or that is aimed at disclosing personal data to an indefinite number of persons. 
The processing of personal data in the Company is carried out both in an automated manner in 
personal data information systems, and without the use of automation tools (on paper media). 
Only Company employees whose job responsibilities are directly related to accessing and working 
with the User's personal data may have access to the processing of the User's personal data. 
Company employees found guilty of violating the rules governing the receipt, processing and 
protection of personal data shall bear disciplinary, administrative, civil or criminal liability in 
accordance with federal laws. 

Storage of personal data 
The Company stores personal data in a form that allows for identification of the data subject, for no 
longer than required for the purposes of processing the personal data, unless the storage period is 
specified by Federal Law or an agreement to which the data subject is a party. Processed personal data 
is subject to destruction or anonymization upon the achievement of the processing purposes, unless 
otherwise provided by Federal Law. 

Blocking personal data 
Blocking of personal data means the temporary cessation by the Company of processing operations at 
the request of the User upon discovery of the inaccuracy of the information being processed or of 
actions in relation to his data that are, in the opinion of the subject of personal data, illegal. 
Blocking of personal data on the Website is carried out on the basis of a written application from the 
Personal Data Subject. 

Transfer of personal data 
The transfer of personal data is carried out by the Company within the framework of the Agreement 
on the provision of services for the transfer of funds on behalf of an individual and Agreements 
(Contracts) on the use of the Company's Services, namely: 

 In order to maintain the proper level of security for online payments made using electronic 
means of payment through the Company's Services, the Company may transfer information to credit 
institutions involved in making transfers within the framework of the Company's Services, the list of 
which includes 



established by the security protocols of payment systems, acquiring banks, and issuers of electronic 
payment instruments. 
The transfer of personal data is carried out by the Company on the basis of the Consent of the personal 
data subject (User) to the processing and transfer of personal data. 
Credit institutions ensure the confidentiality of personal data and the security of personal data during 
its processing. 
The transfer of information may be mandatory, for example, in terms of information about the user 
equipment: IP address, OS, geographic data, ID/equipment type, the channel used: 
browser/application, payment authorization, identification/verification, or optional, for example, in 
terms of information about address match indicators, mobile phone number, payment amount. 

The transfer of personal data to government agencies is carried out within the scope of their powers 
in accordance with applicable law. 

Cross-border transfer of personal data 
The Company carries out cross-border transfer of personal data – transfer of personal data to the 
territory of a foreign state, to a foreign government body, to a foreign individual or foreign legal entity. 
The User consents to the cross-border transfer of personal data, taking into account the purposes of 
processing personal data specified in Section 3 of the Policy, to third parties, subject to the existence 
of a duly concluded agreement between the Company and such third parties, stipulating the obligation 
of third parties to comply with the requirements of Federal Law of the Russian Federation No. 152-FZ 
of July 27, 2006 "On Personal Data". 

Destruction of personal data 
The destruction of personal data means actions that make it impossible to restore the content of 
personal data on the Site and/or that result in the destruction of tangible media containing personal 
data. 
The subject of personal data has the right to demand in writing the destruction of his personal data. 
In the event of a corresponding request from the Personal Data Subject, the Company is obliged to 
make the necessary changes or destroy personal data upon provision by the Personal Data Subject or 
his/her legal representative of information confirming that the personal data related to the relevant 
Subject and processed by the Company are incomplete, outdated, inaccurate, illegally obtained or are 
not necessary for the stated purpose of processing. 
The Company is obliged to notify the Personal Data Subject or his legal representative and third parties 
to whom the personal data of this Subject was transferred about the changes made and the measures 
taken. 
The Company shall destroy the User's personal data no later than 7 (Seven) business days from the 
date of receipt of the corresponding written request from the User. 
Destruction of personal data is carried out by erasing information using certified software with 
guaranteed destruction. 
If it is not possible to destroy personal data, the Company blocks such personal data. 
If the User contacts the Company with a written request to destroy current information on personal 
data, the Company will cease processing the User's personal data, with the exception of storage and 
blocking operations. 

5. Rights of the User (Subject of Personal Data)The User has the right to 
receive information about the Company, its location, and whether the Company has personal data 
related to the relevant Subject. 



Personal data, as well as access to such personal data. The User has the right to request that the 
Company clarify, block, or destroy their personal data if such personal data is incomplete, outdated, 
inaccurate, illegally obtained, or is not necessary for the stated purpose of processing, and to take 
legally prescribed measures to protect their rights. 
Information about the availability of personal data must be provided to the User by the Company in an 
accessible form, and it must not contain personal data related to other personal data subjects. 

Access to personal data is provided to the User or his legal representative by the Company upon 
personal request or upon receipt of a written request from the Personal Data Subject or his legal 
representative. 
The request can be sent to the Company in electronic form, to the email address:legal@UniUni.Market 
The User has the right to receive from the Company, upon personal contact with it or upon receipt by 
the Company of a written request from the User, the following information concerning the processing 
of his personal data, including: 

 confirmation of the fact of processing of personal data by the Company, as well as the 
purpose of such processing; 
 methods of processing personal data used by the Company; 

 the name and location of the Company, information about persons who have access to 
personal data or who may be granted such access; 
 list of personal data processed and the source of their receipt; 
 the terms of processing personal data, including the terms of their storage; 

 information on what legal consequences for the Personal Data Subject may result from the 
processing of his personal data. 

The subject of personal data has the right to revoke consent to the processing of personal data and to 
limit the methods and forms of processing of personal data. 
The User may revoke consent to the processing of personal data by personally sending the Company a 
written statement containing information about the User, the date of consent, and the basis for 
revocation. 
Upon receipt of a revocation of consent to the processing of personal data, the Company shall cease 
processing the personal data and destroy the personal data within the time period specified by Federal 
Law No. 152-FZ of July 27, 2006, "On Personal Data," except in cases where the processing of personal 
data is necessary in accordance with the current legislation of the Russian Federation. 
The personal data subject has the right to appeal the actions or inactions of the Company to the 
authorized body for the protection of the rights of personal data subjects or in court. 
The subject of personal data has the right to protect his rights and legitimate interests, including 
compensation for losses and moral damages in court. 

6. Rights and obligations of the Company 
The Company processes and transfers Users' personal data with the consent of the personal data 
subjects. The Company is legally responsible for providing proof of consent to the processing of 
personal data under this clause. 
Upon personal request or upon receipt of a written request from the Personal Data Subject or their 
legal representative, the Company, if there are grounds for doing so, is obliged to provide information 
within 30 (thirty) calendar days from the date of the request or receipt of the request from the Personal 
Data Subject or their legal representative to the extent established by Federal Law. Such information 
must be provided to the User in an accessible form and must not contain personal data related to other 
Personal Data Subjects, unless there are legal grounds for disclosing such information. 

mailto:info@pulzze.pro


personal data. 
The Company reserves the right to extend this period up to 60 (sixty) calendar days, taking into 
account the complexity and number of requests. The Company will notify the User or their legal 
representative of such extension, stating the reasons for such extension, via Russian Post. 
In the event of a refusal to provide the Personal Data Subject or his/her legal representative, upon an 
appeal or upon receipt of a request from the Personal Data Subject or his/her legal representative, 
with information on the availability of personal data on the relevant Personal Data Subject, the 
Company is obliged to provide a reasoned response in writing containing a reference to the provision 
of Part 8 of Article 14 of the Federal Law "On Personal Data" or another Federal Law that is the basis 
for such refusal, within a period not exceeding 30 (Thirty) calendar days from the date of the appeal 
from the Personal Data Subject or his/her legal representative, or from the date of receipt of the 
request from the Personal Data Subject or his/her legal representative. 
In the event of receiving a request from the Authorized Body for the Protection of the Rights of 
Personal Data Subjects to provide information necessary for the implementation of the activities of the 
said body, the Company is obliged to communicate such information to the Authorized Body within 30 
(Thirty) calendar days from the date of receipt of such request. 
In the event of detection of unlawful processing of personal data upon request or at the request of the 
Personal Data Subject or his/her representative or the Authorized Body for To protect the rights 
of personal data subjects, the Company is obliged to block unlawfully processed personal data related 
to this subject. personal data, from the moment of such request or receipt of the specified request for 
the verification period. 
If the Company detects unlawful processing of personal data, the Company is obligated to cease such 
unlawful processing within three business days of such detection. The Company is obligated to notify 
the Personal Data Subject or their legal representative of the rectification of the violations. If the 
Personal Data Subject or their legal representative's request or the Authorized Body for the Protection 
of the Rights of Personal Data Subjects were sent by the Authorized Body for the Protection of the 
Rights of Personal Data Subjects, the Company is also obligated to notify the said body. 
If the purpose of processing personal data is achieved, the Company is obliged to stop processing 
personal data and destroy personal data within a period not exceeding 30 (Thirty) business days from 
the date of achieving the purpose of processing personal data, unless otherwise provided by the 
Agreement or Contract to which the Personal Data Subject is a party. 

7. Confidentiality of personal data 
The Company undertakes to maintain confidentiality with respect to the User's personal data, as well 
as other information about the User that becomes known to the Company in connection with the User's 
use of the UniUni.Market Service, except in cases where: 

 such information is publicly available; 
 the information is disclosed at the request or with the permission of the User; 

 information is subject to provision to the Recipients of the transfer, specified by the User, in 
the amount necessary for the fulfillment of the terms of the Agreement concluded under the terms 
of the Agreement; 
 information requires disclosure on the grounds provided for by Applicable Law, or in 
connection with suspicious transactions, or upon receipt of relevant requests from a court or 
authorized government agencies. 

The Company constantly monitors the confidentiality of the User's personal data. The Company does 
not use or disclose the User's identifying information for purposes unrelated to the preparation or 
issuance of documents, the presentation of claims, or the execution of settlements with 



By the User. Disclosure of information is permitted only in cases of which the User was informed in 
advance at the time of receipt of such information, or with the User's consent. 
If the Company suspects unauthorized access (attempted unauthorized access) by third parties to the 
User's Account using the authentication data of such User, the Company has the right to forcefully change 
the password included in such authentication data, with immediate notification of the User by sending an 
SMS message to the Subscriber number specified by the User at the time of registration of the User's 
Account in the UniUni.Market Service. 
All confidentiality measures for the collection, processing, and storage of Users' personal data apply to 
both paper and electronic (automated) storage media. 

8. Protection of Users' personal data 
When processing Users' personal data, the Company is obliged to take the necessary organizational and 
technical measures to protect personal data from unauthorized or accidental access, destruction, 
modification, blocking, copying, distribution of personal data, as well as from other illegal actions. 
The protection of Users' personal data stored in the Company's electronic databases from unauthorized 
access, distortion and destruction of information, as well as from other illegal actions, is ensured by the 
Company's employees. 
Protected information about the User includes data that allows for the identification of the Personal Data 
Subject and/or obtaining additional information about him/her as provided for by law and this Policy. 
Protected personal data objects include: 

 information technology objects and technical means for automated processing of information 
containing personal data; 
 communication channels that are used to transmit personal data in the form of informative 
electrical signals and physical fields; 
 alienable information carriers on a magnetic, magneto-optical and other basis, used for 
processing personal data. 

Ensuring the security of personal data is achieved, in particular: 
 Appointment of a person responsible for the processing of personal data, who carries out training 
and instruction, internal control over compliance by the Company and its employees with requirements 
for the protection of personal data; 
 identification of threats to the security of personal data when processing them in personal data 
information systems; 
 the application of organizational and technical measures to ensure the security of personal data 
when processing them in personal data information systems, necessary to meet the requirements for 
the protection of personal data; 
 the use of information security tools that have undergone the established procedure for assessing 
the conformity of information; 
 assessment of the effectiveness of measures taken to ensure the security of personal data before 
the commissioning of the personal data information system; 
 taking into account machine-readable media of personal data; 

 detection of facts of unauthorized access to personal data and taking measures; 
 establishing rules for access to personal data processed in the personal data information system, 
as well as ensuring the registration and accounting of all actions performed with personal data in the 
personal data information system; 
 control over the measures taken to ensure the security of personal data and the level of protection 
of personal data information systems. 

Threats to the security of personal data are understood as a set of conditions and factors that create the 
danger of unauthorized, including accidental, access to personal data. 



data that may result in the destruction, modification, blocking, copying, provision, distribution of personal 
data, as well as other illegal actions during their processing in the personal data information system. 

The personal data protection system must comply with the requirements of Federal Law No. 152-FZ "On 
Personal Data" and the Decree of the Government of the Russian Federation of November 1, 2012 No. 1119 
"On approval of requirements for the protection of personal data when processing them in personal data 
information systems." 
The personal data protection system must ensure: 

 timely detection and prevention of unauthorized access to personal data and (or) transfer thereof 
to persons who do not have the right to access such information; 
 preventing any impact on technical means of automated processing of personal data, which may 
result in disruption of their functioning; 
 the ability to immediately restore personal data modified or destroyed due to unauthorized 
access; 
 Continuous monitoring of the level of personal data security. Information security tools used in 

information systems must undergo a compliance assessment procedure in accordance with established 
procedures. 

The right of access to the personal data of Users is vested in the General Director of the Company and 
persons vested with the relevant powers in accordance with their official duties. 
The list of persons who have access to the personal data of Users is approved by the General Director of 
the Company. 
Access to personal data of Users by other Company employees who do not have properly authorized 
access is prohibited. 
Copying of Users' personal data is permitted solely for official purposes with the written permission of 
the Company's General Director. 
Responses to written requests from authorized government agencies, other organizations, and 
institutions regarding Users' personal data are provided only with the written consent of the Personal 
Data Subjects, unless otherwise provided by law. Responses are provided in writing, on Company 
letterhead, and to a degree that prevents excessive disclosure of personal data. 
 

9. Final Provisions 
In the event of changes to current Russian legislation or amendments to regulatory documents on personal 
data protection, this Policy shall apply to the extent that it does not conflict with current legislation until 
it is brought into compliance with such changes. The terms of this Policy may be established, amended, or 
cancelled by the Company unilaterally without prior notice to the User. Upon posting a new version of the 
Policy on the Website, the previous version is deemed to be no longer in effect. 


